IMPACT: International Journal of Research in e

Engineering & Technology (IMPACT: IJRET) ol ) DY Al @ 1~
ISSN(E): 2321-8843; ISSN(P): 2347-4599 g E [A?i NJ cas
Vol. 2, Issue 6, Jun 2014, 9-16

© Impact Journals

AN EFFECTIVE SPATIAL QUERY INTEGRITY USING MERKLE H ASH TREE

R. G. SAKTHIVELAN & ASHIBA SUNDARAM

Department of Computer Science, Anna Universityhbtadra Engineering College, Namakkal, Tamil Naddid

ABSTRACT

In Database outsourcing paradigm, #ngthentication of the query results at the cliarains a challenging
problem. Existing system focuses on the Outsou&gatial Database (OSDB) model and propose an affidcheme,
called VN-Auth, which allows a client to verify tlmrrectness and completeness of the result set.approach is based
on neighborhood information derived from the Voromagram of the underlying spatial data set and bandle
fundamental spatial query types, such as k neasgghbor and range queries, as well as more addanqeery types like
reverse k nearest neighbor, aggregate nearesthogjgind spatial skyline. In VN-authentication femork system the
authentication of the mobile clients usually have kelectivity (i.e., the user is interested inywgaw results) but require
less time to response. If the query selectivitlyigh it requires more time for a response and éobges the major difficult
in VN-auth.

Hence proposed Merkle Hash Tree (MHT)-based appesawith VN-auth to reduce the time complexity when
query selectivity is high. Merkle Hash Tree (MHT@ged approaches with VN-auth is named as VMN-Auibeton
framework. The Merkle Hash Tree (MHT) tree is camstied and signed by the certification authoritd &émen distributed
to untrusted directory services. Entities wishiogerify the validity of a certificate can querycbua directory service and
have confidence in the correctness of a responagsing the returned data to verify the certificatghority's signature.
Also it reduces the complexity of the system. le textreme case where the client retrieves the whalkabase,
the MHT approach would only return the root signatuvhile VN-Auth would need to return 6.n neighfyorhere n is the

database cardinality.
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1. INTRODUCTION

Database outsourcing is a new paradigm that has fre@osed recently and has received a lot of attein the
research community. The basic idea is that dateemwDO) delegate their database maintenance antidoalities to a
third-party service provider (SP), and the SP ispoasible for indexing the data and answering tligueries.
Since the third party can be untrusted or can Ip@pcomised, security concerns must be addressedebitfis delegation.
There are three main entities in the Outsourcedtizate (ODB) model: the data owner, the databasisgrovider and
the client. In practice, usually there is a singiea few data owners, a few servers, and manytsliéihe data owner

creates the database, along with the associated amtl authentication structures and uploads tseheers.

The data owner may update the database periodimatigcasionally, and that the data managementetridval
happens only at the servers. Clients may submitiegi@bout the owner's data to the servers antlagt results through

the network. It is cheaper to maintain ordinaryees than to maintain truly secure ones, partitylar the distributed
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environment. To guard against malicious/compromseyers, the owner must give the clients the tgltii authenticate
the answers they receive without having to trust skrvers on the network. In that respect, quetkieatication has
two important dimensions: correctness and compéstenCorrectness means that the client must betabialidate that
the returned records do exist in the owner's datlaad have not been modified. Completeness mbhahsid answers

have been omitted from the result which is returnack to the client.

We assume that the clients are mobile users whee iscation-based queries (e.BNN or range queries),
in order to discover points of interest (POIs) lreit neighborhood. Since the SP is not the realeovaf the data,
guery integrityassurances a challenging problem that has to be addredagghrticular, the SP has to prove to the client

that (i) the data is originated from the DO ani),t(ie result set is correct and complete.

The general framework that is commonly used is dhase digital signatures and utilizes a public-key
cryptosystem, such as RSA. Initially, the DO obdaimprivate and apublic key, through a trusted key distribution center.
The public key is accessible by all the clients pridate key is kept secret at the DO. Using pevety, the DO digitally
signs the data, by generating signatures. Theenitls the signatures and the data to the SP, wbitdtructs the necessary
data structures for efficient query processing. Wilee SP receives a query request from a cliengeiterates a
verification object(VO) that contains the result set along with the nemgsauthentication information. Finally, the SP

sends th& O to the client, which can verify the results usihg public key of the owner.

Figure 1: System Architecture

Currently, the state-of-the-art solution for auttieating spatial queries is Merkle R-tree (MR-treEje MR-tree
is a R-tree that is augmented with authenticatidormation (i.e., hash digests). Every leaf nodéheftree stores a digest
that is computed on the concatenation of the bingpyesentation of all objects in the node. Intenoales are assigned a
digest that summarizes the child nodes' MBRs (mimimbounding rectangles) and digests. Digests amepuoted in
bottom-up fashion and the single digest at the ®aigned by the DO. The resultiMD contains (i) all the objects in
every leaf node visited, and (ii) the MBRs and digeof all the pruned nodes. With this informatitime client can
reconstruct the root digest and compare it agdiesione that was signed by the data owner. In iaddithe client also
examines the spatial relations between the quedy eath object/MBR included in theO, in order to verify the

correctness of the result.

The structure of the MR-tree as well as the veatfan process, suffer from several drawbacks.
First, the authentication information (hash digests®bedded in the MR-tree reduces the node faheading to more
I/O accesses during query processing. Secondeipriisence of updates, all the digests on thefpathan affected leaf

node to the root have to be recomputed. When updatefrequent, query performance is degradedliyinke overhead
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of the VO can be significant, especially for queries thatumetonly afew objects. This is due to the fact that SP has to
return all objects that lie inside the leaf nodwst tare visited during query processing. As an @tantonsider the range
queryq in Figure 2. Even though the result set includely dbwo objects 62, p4), the correspondingO has to return all

12 objects in the database. An extension of thetMB- called MR*-tree, mitigates this drawback,dwglering the entries

of each node and constructs hierarchical relatipssf the digests therein. It does not eliminagMO overhead entirely,

while at the same time it increases the verificatost at the client.

Then came VN-Auth, a novel approach that authetsticarbitrary spatial queries based on neighborhood

information derived by the Voronoi diagram of thederlying spatial dataset. In particular, befortedating its database

to the SP, the owner transforms each data objectdating a signature of the object itself alonghvimformation about its
Voronoi neighbors. A key aspect of this methochit it separates the authentication informatiomftbe spatial index.

As a result, all updates are restricted in the hfsaghood of the affected objects. Furthermore MBeonly includes the
transformed objects that belong to the result 8eimpared to the MR-tree variants, VN-Auth produsimificantly
smaller verification objects and is more computaity efficient, especially for queries with low lsetivity

(ie. The user is interested in very few resultB}hé query selectivity is high it requires morméi for a response and it

becomes the major difficult in VN-Auth.
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Figure 2: Range Query on MR-Tree

Hence proposed Merkle Hash Tree (MHT)-based appesawith VN-auth to reduce the time complexity when
query selectivity is high. Merkle Hash Tree (MHTgged approaches with VN-auth is named as VMN-Auitetion
framework. The Merkle Hash Tree (MHT) tree is camstied and signed by the certification authoritd #émen distributed
to untrusted directory services. Entities wishiogerify the validity of a certificate can querycbua directory service and
have confidence in the correctness of a responassimg the returned data to verify the certificatghority's signature.
Also it reduces the complexity of the system. Il thxtreme case where the client retrieves the whalabase,
the MHT approach would only return the root signatuvhile VN-Auth would need to return 6.n neighfyorhere n is the

database cardinality.

The remainder of the paper is organized as folldyextion 2 discusses Voronoi diagrams. Sections8ridees
signature aggregation techniques. Section 4 desctifie data transformation process, and Sectiogs8ritbes signature

verification and introduces MHT for authenticati@ection 6 concludes the paper with directiongdtaire work.

2. PRELIMINARIES

2.1 Voronoi Diagrams

Given a set of distinct objec®= {q1,92,93,...q} in R™, theVoronoi diagramof Q, denoted as V), partitions
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the space of Rinto n disjoint regions, such that each objgctn Q belongs to only one region and every point in that
region is closer tg; than to any other object &f in the Euclidean space. The region arognd called the/oronoi cellof

g, denoted a¥ C(q)), andgq; is thegeneratorof the Voronoi cell. Therefore, the Voronoi diagraf Q is the union of all
oronoi cells VDQ) ={V C(qy), V Ay),...., V &q,)}. If two generators share a common edge, theywarenoi neighbors.

If we connect all the Voronoi neighbors, we get beaunay triangulation DT(Q), which is the duaagin of
VD(Q). Distance functions are utilized irf.R

« Property 1: Given a set of distinct points P = {pp,.... p} 7 R, the Voronoi diagram VD(P) and the

corresponding Delaunay triangulation DT(P) of Parigue.

» Property 2: The average number of Voronoi edges per Voronlyigom does not exceed six. That is, the average

number of Voronoi neighbors per generator doeeroted six.

» Property 3: Given the Voronoi diagram of P, the nearest neightf a query point q is p, if and only if
q 7V C(p).

e Property 4: Let p,..., pc be the k (k > 1) nearest neighbors in P to a gpemt g. Then, pis a Voronoi neighbor
of at least one point p7{.p1,..pc1}

3. SIGNATURE AGGREGATION

In our approach, the DO generates a signatureviaryeobject in the database, which is computedhenhash
digest of the concatenation of the binary repredemnt of the object and its Voronoi neighbors.Histway, the client can
verify the authenticity of each object and its inkigrhood. Here, we utilize RSA signatures which gpeically
128 bytes in size. Alternatively, signatures basedElliptic Curve Cryptography (ECC) can be used avhich is
significantly shorter, thus reduces the overall ommication and storage cost. However, ECC algosthare
computationally very intensive, and would performody on mobile devices with limited computatioredpabilities.
The drawback of having one signature per databbgeetois that it may increase the communicationt tetween the

SP and the client.

Specifically, the SP has to transmit one 128-bigaature for every object in the result set, sodherhead will
be large for queries with high selectivity (esplgifor mobile clients). To avoid this cost, a tedfue is employed, which
is called signature aggregatian In particular, given k digests and their corresponding signatures
(generated by the same signer), the SP can refflanewith a singl€€ondensed-RSgignature. Condensed-RSA has the
same size as the original signatures (128 bytes},is computed as the modular multiplication of thsignatures.

Aggregate signatures are secure and can be comipyigetl party that possesses the individual sigeatu
4. DATA TRANSFORMATION

Consider a DO that has compiled a large collectbm Point Of Interests (POIs) (e.g., restaurants) iwiti
geographic region. Each POiks represented as a unique objeidn the database, which has the fofmlocation, pi.tail ).
Thelocationattribute stores the spatial coordinateshef object andail attribute stores some additional information about
the object, such as name, address, phone numbdr, site, etc. Before transmitting the database te 8P,

the DO transforms each object by attaching neigidiadt and authentication information.
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Figure 3: Spatial Dataset Example

Here, the DO initially computes the Voronoi diagrafmthe spatial dataset (as shown in Figure 3) retideves
the Voronoi neighbors of each POI. Then, it appemdsighborsattribute to each and every object in the datalizese

stores the locations of all its Voronoi neighbétar example, thaeeighborsattribute ofp5 is equal to:

p5.neighbors= {3, pllocation; p4.location; p8.locatignNote that, the first value of the attribute spedfihe
exact number of neighbors. Here, we assume thad@hetores the Voronoi neighbors in a clockwiseaunter-clockwise
order to facilitate the on-the-fly reconstructioh\@ronoi cells at the client. The final step fdvetDO is to sign each
individual object, so that the client can verifg thuthenticity of the information. Specificallyy fan objechpi, its signature
S is computed as Ssign(h(pi.locationpi.tail|pi.neighbor3)

whereh is a one-way, collision-resistant hash functiod §hdenotes the concatenation of two binary gfsin

To summarize, each transformed objaicat the DO's site has the forfui.location, pi.tail,pi.neigbors,p8).

After the completion of data transformation pro¢caks DO transfers all objects to the SP. Uponivawg the
database objects, the SP builds appropriate spatiiles, and is then ready for query processirge [Eaf level of the
index only stores pointers to the location of ttamsformed objects on the disk.

Compared to the MR-tree variants, this approachskasral advantages. First, the DO is obliviouthtoquery
processing mechanisms at the SP. ConsequenthSRheay utilize any spatial index and query processilgorithm
without informing the DO. Second, the spatial indkes not store any authentication information, #ud remains very
compact and efficient. Third, database updatestsffenly their local regions, and do not propagdaté¢he root of the

index.
5. QUERY PROCESSING AT THE SP

Service Providers process queries on outsourceabase (database stored in the cloud) on behalieoflata
owner. In the case of verifiable queries, returnitte query result to the clients is no longer sigfit.
Instead, SP is required to return a Verificationjg@b (VO) that contains a condensed signature teaifies the
authenticity of all objects in VO and the result sé the query with some additional objects whick aecessary for

verification process.
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6. SIGNATURE VERIFICATION

Generally two sequential steps are taken in aapatiery verification process. First, the aggregagmature of
the VO is examined by the client to ensure thabhjects which are returned originated at the D€za8d, all objects in
the result set are evaluated to ensure that thmefeia properties are satisfied and no legitimdigects are eliminated.
Signature verification is common in all query typ@hen a client receives VO from SP, it verifies #ggregate signature
using the public key of the DO. Specifically, tHeot simply performs a modular multiplication dfet hash digests of all
objects included in the VO, and verifies that teeult matches the plaintext that is derived by y#gang the aggregate
signature with the DO’s public key. If the VO fatlse signature verification process, the clientsiders that the result as

corrupted and the verification process terminaB#kerwise, it continues with the geometric verifioa.
For the purpose of query authentication, MerklelHaiee is used, and is described in the followiection.
6.1 The Merkle Hash Tree

An improved solution for authenticating a set oftadavalues is the Merkle hash tree (see Figure 4).
It solves the simplest form of the query authemiticaproblem for point queries and datasets thatfitan main memory.
The Merkle hash tree is a binary tree, where eaah node contains the hash of a data value, and ieternal node
contains the hash of the concatenation of its thitdeen. Verification of data values is based oae thct that the hash
value of the root of the tree is authentically psitbd (authenticity can be established by a digigthature). To prove the
authenticity of any data value, in addition to tte#a value, the prover has to provide the verifteg, values stored in the
siblings of the path that leads from the root of thee to that value. The verifier, by iterativelgmputing all the
appropriate hashes up the tree, can simply chetlieifhash computed for the root matches the autadiytpublished

value.

The security of the Merkle hash tree is based om dbllision-resistance of the hash function used:
It is computationally infeasible for a maliciouoper to fake a data value, since this would redfimeing a hash collision
somewhere in the tree (because the root remainsatme and the leaf is different and hence, therst tmei a collision
somewhere in between). Thus, the authenticity gf @me of n data values can be proven at the cografiding and
computing log n hash values, which is much cheaper than staim verifying one digital signature per data value.

Furthermore, the relative position (leaf numberjao¥ of the data values within the tree is autlcattid along with the

value itself.
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Figure 4: Merkle Hash Tree example
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7. CONCLUSIONS

In this paper, we introduced Merkle Hash Tree aagihes with VN-Auth query integrity assurance framew

for outsourced spatial databases. Our approachratepaauthentication information from spatial indétxus allows

efficient query processing at the service providince the verification information depends onlytbe object and its

Voronoi neighbors, database updates can be disagdiquickly to their local regions and are perfednndependently of

all other updates in the database. Finally, we sglubthiat our approach incurs lower query verifiaatost, especially for

gueries with high selectivity.
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